3-2016 PROBLEMY EKSPLOATACJI — MAINTENANCE PROBLEMS 101

Robert PILCH
AGH University of Science and Technology, Krakéw
pilch@agh.edu.pl

IMPACT OF TESTING OF ELEMENTS IN SAFETY
RELATED SYSTEMS ON THE SAFETY INTEGRITY
LEVEL (SIL)

Keywords

IEC-61508, probability of failure on demand, Markmodel, safety integrity
level.

Abstract

The paper presents a proposed methodology of edlleglthe PFD values
for safety related systems, which accounts for gpecific character of their
operation and repair. The proposed method is baisédiarkov processes, and it
allows one to account for the testing of elemefits @aepair or renewal. This in
turn allows one to determine an additional safedrgim that occurs in real
systems but not typically accounted for in commaudgd calculation methods.
Knowing these values enables a more deliberategniegi of safety related
systems and can allow obtaining higher SiLs wh#eg the same elements.
The proposed model was used in calculations fomelay systems, and the
calculation results were compared to the resultsaiobd according to
recommendations of IEC-61508 and selected modetsepted in the literature.
The paper also indicates the factors that affecfRD and SIL values achieved
by the safety related systems used in industry.
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Introduction

Ensuring the required safety level is the basiccetspf the operation of
contemporary technical systems. This issue is qdatily important when an
unexpected failure is a hazard to life, healthfh&r environment. In practice,
this is typical for production, processing, and thensport of oil and gas, the
chemical industry, the generation and transmisgbrpower, and in other
sectors such as railways. The operational safejyimements of a system are
usually expressed as an acceptable compliancesto levels, which is a
condition of approval for operation. In many cashe,acceptable risk level can
be achieved only by introducing additional systewslled “Safety Related
Systems” (SRS). They continuously monitor selegiacthmeters of a system,
and when the limit values are reached or some Bpeagimptoms occur, they
implement preprogramed functions to prevent theuwetice of a hazardous
event. The IEC-61508 series of standards were dpedl due to the practical
significance of the problem. Their application iftea required in the
certification process of SILs achieved by safetgitesl systems used in industry.
In practice, the SRS most often comprise the E/E/REstems
(Electrical/Electronic/Programmable Electronic).ushreducing the risk to the
acceptable level depends on the reliability of ssgltems. Consequently,
acceptable average failure rates are specifiethiosafety related systems, i.e.
The Probability of Failure on Demand (PFD) or Thielfbility of Failure per
Hour(PFH), which ensure that the risk is reducedthte acceptable level.
Relevant charts of PFD and PFH are usually exptdeaseSILE SIL4 (Safety
Integrity Level) with values different by an ordgrmagnitude [1].

The methodology presented in the standard is basede reliability block
diagrams [1, 2]. In order to account for additioaapects of operation of SRSs
and to increase the accuracy of PFD calculatiomesalternative computational
models were proposed in the literature, which aostim based on the Markov
processes [3—6]. In [4], the calculation of therage downtimet¢;) for an
element in the proof test interval was presenteatl aamethod of determining
this value, which is more accurate than the meimasgented in the standard,
was included. Moreover, in [7, 8], the authors pmavthat different
computational models lead to significantly differeasults. The SRSs used in
industry usually have the k-out-of-n (koon) typédiaigility structures in which
n>3 often occur. However, these cases are not pexseim IEC-61508.
Attempts were also made to develop generalized dt@sn for the PFD
calculation in order to allow one to calculate 8ies for any SRS structures [9,
10]. Due to the assumptions made, such generali=atften give different PFD
values for the same systems.

Moreover, the computational models proposed in litexature do not
include the testing of elements after repair oreveal, which can significantly
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reduce the PFD values. The testing of elementddslywused in the operation
of SRSs; therefore, it makes sense to adapt theuiatonal model to the
operational practice. This paper presents a PFDpatational model in which
the elements are tested before they are installesh ISRS. The model is based
on Markov processes. The paper also includes theulation results and
compares them with the results obtained usingmiffecomputational models.

1. Basic assumptions used in the SIL calculation @thodology

Basis assumptions and designations conforming@aE508 are presented
below.
1. Each system with a “koon” structure consistscomponents which are
identical and have constant failure ratd} €onstant repair rategl); and
diagnostic coveragdC) values.
Failure rateAd) has a safelg) and dangerous componeat); (1= Ap+ As).
Self-diagnostic tests performed at interValallow one to detect dangerous
faults according to the diagnostics coveraB€)( value. Thus, dangerous
failure rate fp) is divided into detected dangerous failure ratg € DC/Ap)
and undetected dangerous failure rdtg € (1 —DC)4p); (Ao = App*+Abu)-
4. Proof tests performed at intervel allow one to detect and eliminate all
types of failures that occur in the system.
5. Self-diagnostic test interval is strongly ledsart proof-test interval
(T,<<T,). Both intervals are constant for all elements.
6. Mean time to restoratioM{ITR) is identical for all elements and contains
self-diagnostic test interval.
Detected and undetected faults can occur indkgply in each element.
Detected /fp) and undetecteds) common cause failures are percentage
components of detected and undetected faults, cégply (Fig. 1).
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Fig. 1. Dangerous failure rate of an element

9. The determined mean probability of failure onmded (PFD) for each
subsystem is less than10

10. Average downtime due to undetected dangeroilisrea tc;) for each
element is assumedtas= T/2+MTTR and the average downtime due to
detected dangerous failurdégy) is assumed &= MTTR
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2. Computational models of Safety Integrity LevelgSIL)

2.1. Reliability block diagram (RBD) method accordng to IEC-61508 (1)

The basic computational model used to evaluateSthe is the reliability
block diagram method presented in IEC-61508. Adogrdo this method, the
failure rate and average downtimes for each elernantbe expressed as in
Figure 2 [1].

AD
oo hpp
"Tlhe =T 2-MTTR ipr=MTTR .

teE

Fig. 2. Failure rates and average downtimes famgleselement

Each element can be in the failure state due to types of failures
(detected and undetected by the self-diagnostit). td$us, the average
downtime of a single element due to both failugety/{cg) is as follows [1]:

= @(L + MTTR) + o0 4 MTTR=
A L2 Ay W
= (1- DC)(Izl + MTTR} +DCMTTR

CE

The methodology also assumes a linear approximaticralculated PFD
values using the following formula [1]:

PFD = (Agtee) ()
Instead of exponential formula in form:
PFD =1-¢g "= ©)

This simplification is a result of the fact thathen the conditiomptce<<1
is fulfilled, the differences will be small and aach time will overstate the
calculated PDF values. Hence, the error will alwdws made in the safe
direction.

For the 1001 system, the PELR} is calculated according to formula (2), and
for the 1002 case according to formula [1]:
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PFDlOOZ = 2((1_ ﬁD )ADD + (1_ ﬂ)/‘DU )ZtCEtGE + ﬁD/‘DD MTTR+
(4)
+ By, (121 + MTTRJ

wheretge — average downtime of the number of elements cguiia failure
state of the whole system.

Thetge value for theloo?2 case is calculated accordiffigrioula as follows [1]:

=400 [Ty yrrR]+ Ao+ MTTR 5)
A L3 A

D D

tGE

The aforementioned standard presents the formolashé calculation of
the PFD values of a few basic “koon” structureso@,d.oo2, 2002, 1003, 2003)
and the general methodology for the whole SRS serial structure consisting
of three subsystems: sensor subsystem (S), lodisystem (L),and final
element subsystem(FE) [1]:

PFD = PFD, + PFD,_ +PFD,, (6)

The used method of the summation of the probadsliinot conforming to
the reliability theory) gives results only slightljifferent from the correct
calculation, because when the assumption ix idladf the values are less than
10", The result of summation is always overestimagedthe error is made in
the safe direction.

2.2. Computational model based on Markov process¢s)

An alternative method to calculate the SIL is thedel based on Markov
processes. Their main advantages include bettepuition accuracy. Among
the disadvantages, one can name computational eityplwhich increases
along with the growing number of elements and diifies in accounting for
common cause failures.

The states transition diagram for a single elenfeobl system) according
to the basic computational model based on Markacgsses is presented in
Figure 3 [4].
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Fig. 3. States transition diagram for a single eenj4]
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StatesS in the diagram mean:

S, — operating state — no detected and undetectiedds)

S, — failed state — detected failure of the element,

S; — failed state — undetected failure of the element

S, — failed state — detected and undetected failfiteesoelement.
Respective element repair rates are assumed aw/$oll

oo = ()" =MTTR™ 7)

_ -1 _ T1 -
oy =(te)™ = 2+MTTR ®)

Differential equations for the presented diagram loa written as follows:

(9)

The solution of the system of equations in the m&sltime horizon allows
one to determine the probability that the elemetin ithe failure stateP((t)):

P (t) =Py )+ Py 1)+ P, (1 (10)
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The average probability of failure on demand (PE&Y) be calculated from
formula [4]:

1
PFD—f jo P, (t)dt (11)

In “"koon” systems, whem>1, the states transition diagram is built
analogously; however, when the number of elemanytin€reases, the number
of the systems statel§ grows very rapidly- according to formula [8]:

i=4" (12)

Hence, for greater values af, it is advisable to develop a computer
algorithm to generate states transition diagrandssaive differential equations.

2.3. Proposed computational model with testing oflements after repair (l11)

Models | and Il do not account for the testing E#heents after repair and
before resuming operation. In practice, the repaeé&ements are tested for
correct functioning before they are again put iop@ration. This allows one to
detect and eliminate all types of dangerous fadusé an element during the
repair. In the case of a replacement of an elenitecsn be assumed that a new
element is free of any defects or it can be addtily tested before it is put to
operation.

The proposed computational Model Il is based onrkda processes.
Unlike the classic Model Il, it accounts for thetiag of each element following
its failure and repair. It was assumed that the @ffectiveness is 100%, so all
failures are detected, and after the repair (olacgment), the element is fully
renewed. The other significant difference is tHa PFD values are always
calculated in the time interval [0. Consequently, if an element succumbs
only to a failure that is undetectable by the sidignostic test, it is not renewed.
The proof test, which detects all failures, is daydy after the timeT,.
However, this happens outside the time interval, thecording to the standard,
is included in the calculations. This is exactlg #tssumption made in Model III.
Taking into account the assumptions, the Markotest&ransition diagram for
a single element according to the proposed modekisented in Figure 4.
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Fig. 4. States transition diagram for a single elenaccording to Model Il

StatesS in the diagram are the same as in Model Il (&lis the operating
state). The set of differential equations can bi&evwr as follows:

P ()= (oo + Aoy )Py (6) + 4100 P, (1) + 4400 P, (1)

Psl2 (t) = _(/]Du + Hop )F)s2 (t) + Ao Py (t)

P, (t) =—Aoo Py, (t) + Aoy Ps
Ps", (t) = —ppp P, (t) +Apy P, (t) + Ao P, (t)

(13)

After solving the set of differential equations time interval [0T4], the
PFD value is calculated according to formulas @ (11).

For the 1002 system, the Markov states transitiagredm according to
Model Il will have 16 states, and it is not prehhere due to its size. The
system of differential equations was also solvethenMatlab software.

3. Calculation example and comparison of results

In order to compare the results according to thmasented models (1, I,
), calculations were made for selected “koorfustures of the SRSs used in
practice. The calculations were made for a fewufailratesAp, for time
intervals T;, and diagnostic coverag®C). In all cases, it was assumed that
MTTR= 24 [h] ands = fp = 0. All results are presented in Tables 1, 2,&and

Selected calculation results are also presentetiass. Figures 5-8 present
the results for different values 4f andT; at constanDC. Figures 9—-10 present
the results for different values 8f andDC at constanT;.
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Table 1. PFD values obtained according to modélsahd Il if DC = 0.8

DC=038

“koon” Ao [1h] Ti=17520 [n] | T1=13140h | T:=8760 [h]
| Il il | Il il | Il Il

1.66E-7 2.948E-4 1.685E-4 2937E4 2221E4 1.272E4 2211E4 1494E-4 8.593E-5 1485E-4

1.66E-6 2.948E-3 1.683E-3 2912E-3 2221E-3 1.271E-3 2197E-3 1494E-3 8.588E-4 1479E-3

foof 1.66E-5 2.948E-2 1.662E-2 2677E-2 2221E-2 1.259E-2 2.062E-2 1494E-2 8.534E-3 1417E-2
1.66E4 2.948E-1 1475E-1 1.377E-1 2.221E-1 1.150E-1 1.215E-1 1494E-1 8.026E-2 9.746E-2
1.66E-7 1.167E-7 3.335E-8 1.144E-7 6.637E-8 1.898E-8 6.474E-8 3.016E-8 8.633E-9 2910E-8
1002 1.66E-6 1.167E-5 3.326E-6 1.122E-5 6.637E-6 1.894E-6 6.380E-6 3.016E-6 8.622E-7 2.882E-6

1.66E-5 1.167E-3 3.237E4 9.284E-4 6.637E-4 1.856E-4 5.531E-4 3.016E-4 8.505E-5 2.620E-4

1.66E-4 1.167E-1 2,502E-2 2,158E-2 6,637E-2 1,525E-2 1,717E-2 3,016E-2 7445E-3 1,138E-2

Table 2. PFD values obtained according to modélsahd Il if DC = 0.93

DC=093

“koon” Ao[th] T1=17520[h] T1=13140[h] T1=8760 [h]

1.66E-7 1.058E-4 6.156E-5 1.054E4 8.033E-5 4711E5 799E-5 5488E-5 3.266E-5 5457E-5

166E-6 1.058E-3 6.153E4 1.045E-3 8.033E4 4.7090E4 7949E4 5488E4 3.265E4 5434E4

foot 166E-5 1.058E-2 6.126E-3 9.626E-3 8.033E-3 46%4E-3 TAT5E-3 5488E-3 3258E-3 5219E-3
166E4 1.058E-1 5.864E-2 5.076E-2 8.033E-2 4541E-2 4.506E-2 5488E-2 3.185E-2 3667E-2
1.66E-7 1.520E-8 4.398E-9 1455E-8 8817E9 2.563E-9 8.338E-9 4161E-9 1.220E-9 3841E9
1002 166E-6 1.520E-6 4.3%4E-7 1428E-6 8817E7 2561E7 8.220E-7 4161E-7 1.220E-7 3.805E-7

166E-5 1.520E4 4.352E-5 1.186E4 8817E5 2542E-5 7.155E-5 4161E-5 1.214E-5 3472E-5

166E4 1.520E-2 3.960E-3 2896E-3 8817E-3 2.367E-3 2327E3 4161E-3 1.156E-3 1575E-3

Table 3. PFD values obtained according to modélsahd Il if DC = 0.99

DC=099
“koon” Ao[1h] T1=17520[h] T1=13140h] T1=8760[h]
I I i | I Il I I i
1.66E-7 1.853E-5 1221E5 1847E5 1489%E-5 1.015E5 1484E-5 1.125E-5 8.076E-6 1.120E-5
1001 166E-6 1.853E4 1221E4 1834E4 1489E4 1.015E4 1476E4 1.125E4 8.076E-5 1.1M7E4
166E-5 1.853E-3 1.220E-3 1.716E-3 1489E-3 1.014E-3 1409E-3 1.125E-3 8.072E4 1.086E-3
166E4 1.853E2 1211E2 1.065E-2 1489E-2 1.007E2 9.831E-3 1.125E2 8.030E-3 8629E-3
1.66E-7 5068E-10 | 1615E-10 | 4.115E-10 | 3.352E-10 | 1.099E-10 | 2.598E-10 | 1.988E-10 [ 6.838E-11 1432E-10
1002 166E-6 5.068E-8 1614E8 4.050E-8 3.352E-8 1.099E8 2569E-8 1988E-8 6.837E-9 1423E8
166E-5 5.068E-6 1612E6 3476E-6 3.352E-6 1.097E6 2.305E-6 1.988E6 6.829E-7 1.334E6
166E4 5.068E4 1.586E4 1.199E4 3.352E4 1.083E4 1.028E4 1988E4 6.758E-5 7927E-5
1,20E-03 -
ml mll Il LOGEDS 1,05E-03
1,00E-03 -
8,03E-04 7,95E-04
8,00E-04 -
E 6 00E-04 5, 49E-04 5 43E-04
o
4 00E-04
2 00E-04
0,00E+00
8760 13140 17520
T1[h]

Fig. 5. PFD of the 1001 system according to moiddislil for A, = 1.66E-6 [1/h] andC = 0.93
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& 6,00E-02
4,00E-02
2,00E-02

0,00E+00

ml o mil mll 106801

8760 13140 17520
T1[h]

8,03E-02

Fig. 6. PFD of the 100l system according to moiddislil for Ay = 1.66E-4 [1/h] anddC = 0.93
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Fig. 7. PFD of the 1002 system according to moiddislil for Ay = 1.66E-6 [1/h] andDC = 0.93
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152602

B760 13140 17520
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Fig. 8. PFD of the 1002 system according to moiddislil for Ay = 1.66E-4 [1/h] andDC = 0.93
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Fig. 9. PFD of the 1002 system according to modeld, Il for A, = 1.66E-6 [1/h] and
T, =17520 [h]
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Fig. 10. PFD of the 1002 system according to model$, Ill for A, = 1.66E-4 [1/h] and
T, = 17520 [h]

The obtained results indicate that, irrespectivéhef system structure and
values of parametersl{, T;, DC), the PFD values obtained according to IEC-
61508 (Model 1) are greater than the values obthamzording to the proposed
Model 11l with the testing of elements after repdihese differences grow with
increasing time interval;, with increasing dangerous failure raig and with
decreasing diagnostic covera@®C. In the extreme case, the PFD values
according to Model | are even five times greatemnttthe PFD calculated
according to Model Il (Fig. 8).The PFD calculai@ctording to classic Markov
model (Model II) have the least values in the mgjarf cases. However, this is
a result of the fact that this model does not antdéar the repair of undetected
failures before the time of proof test That, in practice, is in principle
impossible. Thus, these results cannot be treatédlls credible and in the real
system such little PFD values will not be possitdeobtain. In the case of
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longer test intervalsT; and higher failure ratesi§ in the 10" order of
magnitude), the testing of elements (Model lI)egbetter results than Model I
(Fig. 6, Fig. 8, Fig. 10). This indicates a substdnimpact of testing the
elements after repair.

Conclusions

The obtained results and their analysis indicas significant differences
in the PFD values can occur depending on the catipnal model used. The
widely used Model | according to IEC-61508 does aotount for testing the
elements after a repair. However, the effect oethiras a result can be
significant and can be observed based on the pedpbtodel lll. In practical
applications, the goal should always be that theprdgational model reflects the
reality to the maximum extent possible. Hence, wtien elements are tested
after repair, the proposed Model Ill will be prefast. Using Model | will not be
an error, but it may result in a significant ovéireation of PFD values and
excessive safety margins. In some cases, it mag gixe a result that the
system does not fulfil the required SIL when inlitgat does. Using Model I,
on the other hand, may lead to over-optimistic lteghat the real system will
not fulfil.

The observed impact of changing the models’ pararmedllows one to
draw conclusions that reducing the PFD valuessyflséem and achieving higher
SlLs is possible by means of the following:

— A reduction of the dangerous failure raig)(

— An increase of diagnostic coverageC) and the resulting decrease of
dangerous and undetected failure ratg ) of an element;

— A reduction of the proof test intervaly];

— Testing the elements after repair; and,

— A change of the system “koon” structure, e.gréasing the number of
elements at constant value &t
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Wplyw testowania elementow w uktadach zwizanych z bezpiecagstwem
na poziom nienaruszalnéci bezpieczéstwa (SIL)

Stowa kluczowe

IEC-61508, prawdopodohistwo niewykonania funkcji bezpieamgwa, model
Markowa, poziom nienaruszaléw bezpieczastwa.

Streszczenie

W artykule przedstawiono zaproponowan metodyk  obliczen
prawdopodobigstw PFD dla ukladéw zwkanych 2z bezpiecastwem,
uwzgkdniajgca specyfile ich eksploatacji i odnawiania. Zaproponowana
metoda oparta jest na procesach Markowa i4imia uwzglednienie faktu
testowania elementéw po wykonaniu ich naprawy Idhoavy. Pozwala to na
wyznaczenie wartei dodatkowego zapasu bezpietgtva wysgpujacego
w rzeczywistych ukladach, ale niewynikeggo ze stosowanych zazwyczaj
metod obliczeniowych. Znajornsé tych wartgci umazliwia bardziejswiadome
projektowanie struktur uktadow zydanych z bezpiecastwem oraz mie
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pozwoli¢ ha uzyskanie waszych poziomow SIL przy zastosowaniu tych samych
elementéw. Na podstawie opracowanego modelu wylmnalliczenia dla
przyktadowych uktadéw, a wyniki porownano z wynikamzyskanymi wedtug
zalecé IEC-61508 oraz wybranych modeli prezentowanych itgrdturze.
Wskazano réwnie czynniki, ktére wptywaj na wartéci prawdopodobikstw
PFD oraz poziomy SIL ogjjlane przez stosowane w przaiayuktady zwijzane

Z bezpieczastwem.





